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Healthcare Security: Efficiency vs. Effectiveness
By Brian Buggé, M.A., CPP, CHPA, CPOI

This white paper will focus on innovative solutions that can help strengthen the security
posture of your healthcare facility in a cost effective manner, while still providing flexible and
sensitive patient care, whether you manage one hospital or one hundred hospitals. The answer is
through proper utilization of robust process improvement efforts in the area of performance
management and innovation.
Over the years I have been exposed to hundreds of approaches to healthcare security, safety
and emergency management. Needless to say, I have learned a lot from that experience. Some
lessons learned were gleaned while dealing with large scale catastrophes involving manmade and/or
natural disasters, at home or abroad. Some lessons were learned while overseeing more mundane
everyday practices within hospitals, but one thing always stood out: the failure to differentiate
between being efficient and being effective. As I will illustrate, they are two different things and
failing to distinguish that can lead to all sorts of problems, like: redundancies and fragmentation;
chronic and repeat problems that never seem to get resolved; random patrol that produces random
results; vaguely defined problems that get vague answers; wasted resources, manpower and money;
morale and motivation problems from not being able to see or demonstrate the results of your
efforts, leading to high turnover; silos; lack of teamwork and coordination; etc. The list could go onand-on, but I don’t want to belabor the point. What we want to do is focus 10% of our time on the
problem and 90% on the solution.
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So how does this apply to hospital security? For starters, there are very few useful metrics
used to demonstrate effectiveness. Most metrics that are used just count things, which focuses on
efficiency, but doesn’t enable you to discern if you’ve solved the problem or had a significant
impact on reducing the problem. Worse, it doesn’t allow you to easily replicate your approach even
if you did stumble upon a great solution. All you know is that you handle these various issues
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In a nutshell, efficiency is doing things right, while effectiveness is doing the right thing.
With that being said, it is possible to be efficient without being effective. That is what you want to
avoid at all costs. Here’s an example: Complaints from passengers wishing to use the Bagnall to
Greenfields bus service that “the drivers were speeding passed groups of up to 30 people with a
smile and a wave of a hand” have been met by a statement pointing out that “it is impossible for the
drivers to keep their timetable if they have to stop for passengers.”
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quickly, courteously and perhaps that you handle a lot of them, but not whether you’ve effectively
identified and resolved the underlying conditions that caused this issue in the first place.
Being efficient means that you have put what you believe is good security/safety related
policy, training and supervision in place within your healthcare setting. But what does the word
good really mean? How do you know if it’s “good”? That’s where the effectiveness component
comes into play. You could have nice policy, training and supervision in place that is all working
together and it makes your operation efficient as a result. But if you look at it from an effectiveness
perspective, you might find (as I did in many cases) that it’s not “good,” because it’s working to
take you further away from your goal rather than closer to it. Some administrators don’t want to
hear that because they believe things are working fine and staff are doing things right, which might
be true in the short term – but in the long term, if you want to reach your goals and serve your
mission you need to emphasize doing things right AND doing the right thing.
So what is the litmus test? How do you tell if your policy, training and supervision are
aligned with your mission and vision statement, thus allowing you to be effective? Ask yourself this
one question: “Do I experience a lot of ‘dilemmas’ in my decision making?” Do you hear your staff
saying things like “Well, the right thing to do would be to (fill in the blank)…” followed by
“But…” Do you tangle with silos, disruptive office politics, coercive and/or bullying behavior, etc.?
All of these are warning signs that you are probably not being effective.
So how do you make your security/safety operation both efficient and effective? Simple -Proper leadership! By that I mean leadership that focuses not just on meeting regulatory standards
and simply counting things with your metrics, but leadership that utilizes robust process
improvement, performance management and innovation to help your clinical staff provide flexible
and sensitive patient care in a secure and resilient hospital environment.

Page

• Michael Hammer, Faster Cheaper Better: The 9 Levers for Transforming How Work
Gets Done. NY: Crown, 2010.
• Ronald Heifetz and Marty Linsky, Leadership on the Line: Staying Alive through the
Dangers of Leading. MA: Harvard Business School Publishing, 2002.
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Warren Buffet was fond of saying that “Risk comes from not knowing what you’re doing.”
Abraham Lincoln said, “If I had eight hours to chop down a tree I’d spend six hours sharpening my
axe.” Accordingly, here is the research you need to do to take your security operation to another
level. Read, digest and apply the information contained in the following three books:
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• James Merlino, Service Fanatics: How to Build Superior Patient Experience the
Cleveland Clinic Way. NY: McGraw-Hill, 2014.
For your added reading enjoyment, go online and download the following two documents for free:
2015 Comprehensive Accreditation Manual for Hospitals: The Patient Safety Systems Chapter.
http://www.jointcommission.org/assets/1/6/PSC_for_Web.pdf
Persuading Senior Management with Effective, Evaluated Security Metrics. ASIS Foundation
(2014). https://foundation.asisonline.org/FoundationResearch/Research/Current-ResearchProjects/Documents/ASIS_Report_REV12_JA.pdf
I know what you’re saying right about now, “I don’t have the time to read all that.” So
here’s what it all says in a nutshell: The common theme that runs through all of the material above
can be condensed into something I call the 5 P’s: Philosophy, Process, Programs, Problem-Solving
and Partnerships. Incorporating those 5P’s into your healthcare security/safety and emergency
management operations will allow you to be both efficient and effective.
Philosophy: The most fundamental of all questions is what is your philosophy? What is it you’re
trying to accomplish? Why do you come to work each day, put on your hospital security uniform
(or blazer) and start your day or your patrols? What is it you’re trying to accomplish? Hopefully, the
philosophy of your security department is aligned with the philosophy or mission of your healthcare
facility or organization, but if you sense things are disconnected, or none of this is clear, then you
need to change that. If you say something superficial like “We strive to make the hospital safe and
secure,” well, what does “safe & secure” even mean in real nuts-and-bolts terms and measures?
What does it look like? How do you know if you are doing that? What’s your target?
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Programs: Make a list of all your programs and see if they are still getting you to where you want to
go. If not, some may have to be eliminated and some may have to be added. Programs are the legs
that your philosophy rests on. After all, philosophy is theory, where programs are action oriented.
But the programs you put in place have to be in alignment with your philosophy and your efforts at
process improvement. Program outcomes also need to be measured because you can’t manage what
you don’t measure. Are there any innovative programs you’re not thinking of or aware of?
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Process: This is the “how” you need to examine in how work gets done. What you do here is
abolish unnecessary work and useless process. What if transforming your security operations to
improve revenue growth and profitability was as simple as changing ‘the way we do things around
here’? It sometimes can be. But you first need to do a comprehensive 360 degree review on the way
you do things, with a keen eye toward “robust process improvement.”
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Brainstorm with staff and professional colleagues to find out. Can your successful programs be
easily replicated? Do you know why they work or why they don’t work?
Problem-Solving: This is the keystone to all the 5 P’s. We run a security operation in order to
prevent and/or solve a problem. But if we don’t properly identify the problem, and then gather
suitable and appropriate data surrounding this problem, then our response is not going to be as
effective as it could be. Proper problem-solving is also in alignment with Continuous Quality
Improvement (CQI). Once we respond to the problem we also measure or assess our results. Did we
eliminate it? If we didn’t eliminate it, did we at least reduce the harm or monetary costs associated
with the problem? Perhaps we just displaced the problem, but displacement can be considered a
success too under some circumstances.
Partnerships: It’s all about teamwork, collaborations and partnerships. The broader term would be
relationship building. We do not operate in silos. We do not need to constantly be in the limelight
seeking credit. We are not effective going it alone. Proper problem-solving helps us delineate who
the stakeholders are that we need to collaborate with. Once we have identified the people, groups or
organizations that need to be brought into the equation, then we go inside or outside the hospital
walls and build formal and long-term partnerships. This is also the underlying principle behind
population health and accountable care.
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IRI has experts on staff that can walk you through all of this. We have helped hundreds of
clients in the healthcare industry harden their target, strengthen their security/safety posture, and
produce cost savings where none seemed possible. From new construction and design work, to
meeting regulatory mandates, to designing effective metrics, to innovative strategies on deploying
security officers, give us a call and let us show you what’s possible. You’ll be glad you did…

